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Abstract

Gray Hole attack is a type of active attack in Mobile Ad-Hoc Networks. This attack has two stages.
First, the malicious node uses the ad-hocrouting protocol to announceitself as having a correct and
shortest path to the destination node. Second, the malicious node drops the received data packets
from the neighborhood’s nodes, but later on these nodes will switch to the normal nodes again. This
attack makes detection more difficult and if the malicious node is in the transmission of sensitive
data, it will affect the network significantly. In order to miticate the Gray Hole attack the following
methods are used: 1) Checking the Route Reply Packet from the previous node 2) Drop-packet
detection by Intruder node 3) Using an intrusion detection system and 4) Detecting the malicious
node with the Ad-Hoc On-Demand Distance Vector Routing Protocol.

Keywords - Gray Hole; Mobile Ad-Hoc Networks; Intrusion Detection System; AODV Routing Protocol
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